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 Encashment is important for providing cash to banks and their clients. 
The last five years have shown that the risks related to the bank and 
cash transportation are growing. The main threats are connected with 
a whole group of criminogenic factors and the presence of organized 
criminal groups. This study shows that in addition to the up-
mentioned factors high frequency of incidents relates to both 
unintentional and intentional abuses committed by the collection 
personnel. All cash collecting companies operating in the country 
make daily efforts to reduce the incidence and severity of risk. 
Research objectives of the study are aimed at detecting risk spectrum 
threatening the processes of cash movement from customers to their 
banks and the negative economic effects of their implementation. An 
empirical survey is carried out among companies engaged in 
collection activity and banks which use their services to disclose risk 
profile. 

 

 

Introduction  

 

Commercial banks are the basis of economic life both for legal bodies as well as 

for individuals . Everyday life today is directly related to their work and to the aim of 

assurance the continuity in the core business processes that run in them. Encashment 

accompanies banking in terms of providing the banks with cash. It is also important in 

relation to transferring of valuable shipments (VSh) between customers and their 

bank. That makes it necessary the encashment being sufficiently reliable and secure, 

ensuring speed and quality of service. This article examines the main groups of risks 

that affect encashment activities and their frequency of occurrence in practice here in 

Bulgaria. The subject of the study are the encashment companies operating in 

Bulgaria. The subject is centered as to show what are the risks faced by service 

providers in transportation of valuables. The study aims to identify the main risk 

spectrum encashment and to analyze the economic effects of it.The topicality of the 

theme is dictated by the importance of the collection transport to provide the 

necessary money supply, both for banks and for its customers. The growth and 
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occurrence of the group of criminogenic factors gives more and more negative impact 

on the transport of valuables. Despite the growing influx of „electronic money“ 

money supply „Cache“ remains central to the implementation of various payments. 

For these reasons we here are paying attention to the work encashment companies 

perform and the need of risk reduction in terms of frequency and severity.  

 

1. Nature of encashment and major risks in it 

 

In collection services there are three main parties on whose cooperation the 

security and quality of service depends. The first part, these are the managers at the 

encashment companies. Their main responsibility is to ensure safety and safe systems 

of work for their employees.  

The second part are the employees, their responsibility to make rational 

decisions about their own health and safety and the safety of others affected by their 

acts or omissions; to cooperate with the employer and with his clients; to be alert and 

intensely careful when accepting / delivering valuables and their supporting docu-

ments; to use appliances, equipment or personal protective equipment in a manner 

that ensures protection; to report any irregularities; to protect the entrusted property.  

The third party - these are the customers who are obliged to cooperate and assist 

in commission or acceptance of valuables; (Health and Safety Authority 2006) to be 

accurate and correct in the time period for using uneconomic services.  

Encashment activity in this country is legally regulated primarily by two 

ordinances – „Regulation I-121 from 24.06.2004. the order and organization of 

security for transport of valuables and goods“ and „Regulation № I-171 from July 2, 

2001 on the organization and control of the provision of security of banks and non-

bank financial institutions“. There are clearly defined conditions of transport 

reception and transmission of valuables. 

Encashment transport requires strict rules the breach of which gives rise to the 

appearance of the main groups of risk here. They can be defined into: 

• The routes which a specialized encashment car must pass. Important 

characteristics of each route are outlined individually: dangerous sections of 

road, creating prerequisites for an attack; landslides and other hazards 

associated with the peculiarities of the road; radio shadowed places or zones 

uncovered by telematic operators and other risk areas. Here stand the 

questions of possibilities like extension of routes to be observed taking into 

account things like heavy traffic and multitude of entities that must be 

serviced. 



Izvestiya 

2016  •  Volume 60  •  №3 

352 

• Employees of an encashment team must be equipped with a personal 

identification card, a badge and clothing, weapons, communication, safety 

vests, handcuffs, flashlights, gas masks and other supporting safety devices 

depending on specific conditions. The order of connection between the team 

and the monitoring center and rescue patrols of the company is strictly 

determined, as well as interaction with the Interior Ministry. (Regulation I-

121)  

An important procedure is provided for operation of the security team in cases 

of attack, accident, damage to cars and other extreme situations. Here among all 

threats from the group of the criminogenic factors threatening the conduct of the 

transport of VSh the risk exists posed by encashment team itself . On the one hand 

there stand the unintended personnel actions that can make a mistake inadvertently, 

possible oversight of the documents accompanying the VSh or problems with the 

safes themselves, which contain the money. Practice shows that this is mainly due to 

forgetfulness or multiple tasking and physical overworking of the team. On the other 

hand, there is the risk of purely intentional impacts of the team or members thereof on 

the integrity of shipments. In recent years, more and more often we can hear about 

such events.  

• The next compliance with established rules refers to the recep-

tion/transmission of valuables and the related documents. When approach-

ing the point of reception/transmission of VSh the collection team must get 

in connection with the security of the site, in order to ensure a safe and se-

cure approach and readiness of employees to accept or deliver the consign-

ment. Guards of the site provide safety zone, in which the loading and un-

loading of valuables and goods is accomplished. They keep a constant sur-

veillance of persons present in the vicinity and on suspicion of endangering 

the safety of the work take measures and actions to protect personnel and 

valuables. Upon stopping the vehicle the first to come out is the security 

guards, then goes the person bearing the valuables. Upon completion of the 

loading and execution of the documents guards team close and lock the 

doors of the vehicle and continue driving on the route, reporting to the mon-

itoring center on their departure. 

The implementation of internal control is important for the quality of 

performance of the encashment activities. This includes two separate aspects of 

control as follows: 

1. Operational controls which are aimed at improving operational efficiency 

and control of the activities of the organization. 
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2. Financial controls, which are designed to provide accurate and reliable 

financial reporting and protection of assets. (CASH COLLECTION AND 

CONTROLS MANUAL, 2012)  

• An important place in the implementation of reliable encashment is reserved 

for specialized armored vehicles. Typical of that is there must be: 

1. separate areas: for the driver, the guards and liable and safekeeping 

persons as well as for the safe itself (cargo space) with a degree of 

resistance determined by the BNS; the doors at the zone for the driver, 

guards and safekeeping persons are equipped with additional locking 

devices to prevent opening from the outside; the vehicle must be equipped 

with special openings for shooting;  

2. the areas for the driver, guards, persons responsible for the safekeeping, 

the engine, the air conditioning system, fuel tank and battery are 

bulletproof; materials used are bulletproof, bulletproof glass should not 

emit debris; the tires of the armored car are fitted with a system to run at 

least 30 kilometers after shooting; the vehicle is required to have a reliable 

security system that allows continuous control and monitoring by the 

monitoring center. (Regulation I-171)  

Risks related with vehicles are mainly due to the emergence of technical failure 

or collapse of some of the security systems. This in turn may provoke a number of 

risk conditions during the period of finding a suitable parking space (where possible) 

and the awaiting of the security patrol in charge, the arrival of a new team or the 

overloading the VSh in an unprotected area.  

All these rules are spelled out in the mentioned regulations. This raises the 

question of their application in practice. Both ordinances are already losing relevance 

and a number of requirements are inapplicable at present. This is due to the fact that 

they were written more than 10 years ago and since then no adequate updating has 

been done. Here stands the lack of clear rules regarding the servicing of ATMs, which 

are now widespread and require weekly service. Next we may put the number of team 

members. In the regulations mentioned teams should consist of at least four 

employees – a driver, security guards and two accountable persons. Today 

encashment transport is an activity that takes place daily and is associated with 

maintenance of multiple objects with smaller amounts of valuable shipments. This 

does not require such a number of team members. Practice shows that most of 

encashment companies operate in the presence of two staff members just it is 

questionable whether they are sufficient. Next disadvantage of the regulations in 

question is the mismatch of the minimum amount of the monetary value of the items 
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that require transportation by specialized armored vehicle - one recorded the sum to 

be over BGN 20 000 while the other says it must be over BGN 30 000. There are a 

number of inconsistencies that require taking measures on updating and revision of 

the legal framework.  

It is essential an adequate management of risk to be done for all the 

encashment process. It includes identification of hazards; assessment of the risks that 

could lead to danger; decisions on controlling measures to prevent or minimize risks; 

implementation of control measures; monitoring and review on the effectiveness of 

the control measures.(Cash in Transit Code of Practice) 

Identification of risk threats includes all hazards associated with the architecture 

of the building, which should be handled by encashment teams - safe parking, secure 

entrance to landing stage, sufficient lighting, video surveillance; routes to each object 

of service and the ways of movement there in, security and reliability of personnel 

and vehicles, criminological situation and many others.  

Risk assessment is a combination of the probability of occurrence of an adverse 

event and the severity of the outcome, which would cause this event. The employer is 

responsible for drawing up a risk assessment related to the activities of providing 

encashment. The risk assessment must be prepared for all possible situations at the 

workplace, and employees must be informed and instructed to concrete actions so as 

to ensure their safety and health. 

In working out the risk assessment certain elements should be taken into 

account such as the place of work, concrete tasks, communication systems, including 

places in a radio shadow ( or out of range of the telematic operators), the hour period 

of the day, the use of personal protective equipment, environmental factors such as 

heat/cold, traffic and pedestrian flows, etc.. (Health and Safety Authority, 2006) 

 Control measures for prevention and minimization of risks are associated with 

the implementation of actions and mechanisms preventing the identified and well 

known threads. This requires considerable efforts and resources of tangible and 

intangible kind that are able to significantly reduce the risk events.  

The last phase of risk management involves continuous monitoring of risk and 

reviewing the effectiveness of the control measures. 

 

2. Methodology of research  

 

In order to establish the actual risks at encashment, a survey and partially in-

depth interviews are made in five of the ten biggest security firms in the country 

offering this service which makes the overall representativity of the sample relevant. 
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The sample includes the following companies: VIP Security, ASP, JSIS, COT ООД, 

Сияна 2000 which serve the needs of the First investment bank. 

The survey also affects respondents that use the services of the indicated en-

cashment companies namely 30% of the banking sector ( BNB, Raiffeisenbank Bul-

garia; Eurobank; Piraeus Bank; First Investment Bank; Central Cooperative Bank, 

etc) which have been licenced to operate in the country. 

The survey defines the two types of respondents that complete the information 

about the wide variety of risks concerning reception/transmission of VSh their trans-

portation and storage. 

Twenty-five questions are defined in the survey related to the core elements ac-

companying the implementation of the encashment service, namely the clients, the 

encashment staff, the terms and conditions of reception/transmission of VSh and the 

vehicles. The questions in the questionnaire are with open answers, allowing respond-

ents to express their views as well as their opinion about the situation of the encash-

ment activity. The objective is to define the main problems which occurred and 

hence, determine the present risks, forms and frequency of their occurrence. 

Partially in-depth interviews were conducted at meetings with relevant 

respondents who along with completing the survey questions have shared their expert 

views and opinions on the topics of study.  

The time of conducting the empirical study is the first quarter of 2016. The 

period studied comprises five years. Different statistical methods are used and means 

of processing the questionnaires and interviews such as average value, aggregation, 

invoice analysis, percentage of allotment. 

The empirical study aims the obtaining of reliable information for the research, 

on the basis of which the required analysis, conclusions and summaries can be out-

lined. This could serve as a prerequisite for determining the core groups of present 

risks in encashment. Keeping in mind the delicate nature of questions and confidenti-

ality of information the data is presented in the sample in a summaried way. 

 

3. Results of the survey 

 

Encashment companies in the country work on contractual relations with 

commercial banks and their clients. Some of them are specifically designed to meet 

the needs of a particular bank. Thus the process of money movement is closed within 

the bank and there is more control over it. In contrast, the majority of the banks 

outsource this service to one or more encashment companies. In case of contracts 

with more than one encashment company, the different services are provided by 
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different companies, for example the charging cash machines (ATM) is held by one 

company, servicing corporate clients is held by another company, servicing certain 

bank customers is held by a third company, etc. The study shows that the average 

number of banks with which an encashment company operates is about 8. One of the 

encashment leaders on the Bulgarian market works with 20 of the 28 licensed 

commercial banks in the country. 

In the recent years, there is also a growth in the number of sites that are 

encashed. The average number of the collection sites encashed by a company is more 

than 1800. For large companies this number is beyond 5000, including bank offices, 

commercial premises, gas stations, grocery chains, pharmacies etc. To implement 

their activity encashment companies rely on specialized teams, ranging from 50 to 

230 in number. Teams are located in different regions of the country, depending on 

the need of the collection customers. All companies cover the needs of their 

customers carrying out transport of valuables throughout the country. 

30% of security managers of commercial banks think that encashment transport 

is not reliable enough. Only 14% of banks define it as definitely reliable. This answer 

is given mainly by banks that carry out their own encashment transport. Managers of 

the encashment companies think differently. According to them the encashment 

transport of larger companies in the market is sufficiently reliable, which they actual-

ly work daily for. 

Along with increasing of the activity and number of clients, all respondents 

report that over the past five years the risk of robberies on the collection of pay- 

vehicles has increased. In about 70% of encashment companies over the past five 

years there have been attempts robbery of VSh during transfer or transport. Compared 

with the previous 5-year period, this risk is increased by 38%. 

The study also identifies the riskiest moments in the performance of collection 

activity, namely: 

- Transfer of valuables from the site of collection to the car; 

- The moment of loading and unloading of valuables; 

- The transport of valuables in areas without mobile phone coverage; 

- Encashment in the late hours. 

In the case of any incident related to the loss of monetary value, while valuables 

of banks and their customers are transported, the loss is covered by the encashment 

company. Despite that the risk is transferred on the company carrying the 

encashment, the reputation risk for the bank remains. Over the past five years in the 

transport of valuables, 15% of banks have suffered from a robbery. 25% of managers 

of the collection companies admit that their teams were victims of assault and 
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robbery. The financial loss of the encashment company is covered by insurance, but 

here is also reputational damage to the company, which leaves a strong footprint for 

its future activities. 

Another important factor for the quality of service is the correctness of the 

customers of the collection companies. Their attitude, precision and strict fulfillment 

of the requirements for receiving/transmitting valuables are important. Most of 

encashment managers believe that their customers have already "learned" the rules 

and are correct. However, among them there are those who have not prepared their 

valuable consignment and who slow up the team. Another problem that is reported is 

that some places lack separate protected areas for reception/transmission of valuables, 

and this indicates an increased level of risk. 

Encashment activity is highly risky because of the transfer of valuables with 

large monetary value. Almost 90% of encashment managers see danger for the life 

and health of their staff, both at reception/transmission of valuables and in 

transportation. Logically, there arises the question of reliability and qualification of 

employees performing encashment. While some of the large companies say their staff 

is qualified enough, other 40% identify gaps, sharing that there is more to be desired. 

Lack of sufficient qualification is outlined by the staff turnover that can be registered 

on the one hand, and by the unrealistically low payment on the other hand. There 

could be seen unfair competition in the branch and the emergence of insufficiently 

specialized and qualified companies who offer lower prices to customers for the 

service. At the same time in response to the market situation, encashment companies 

down the price, but it reflects on the quality of service and staff training. There is 

compulsory training of personnel performing encashment when they start job and all 

surveyed companies conduct such. Besides the compulsory training, about 85% hold 

regular training sessions on specific driving, actions in crisis situations, shooting 

training, providing first aid, applied martial arts etc. 

Practices shows that with the accumulation of experience employees performing 

collection of valuables, indulge in more violations and attempts to circumvent or 

breach of security regulations. There are many cases where employees have made 

attempts to misappropriate transferred valuables. This happens most often when they 

can see customer’s omissions in sealing the „Deba safe“, where valuables are 

transmitted; when they intact the integrity of ATM cassettes for cash machines etc. 

Over the past five years about 25% of the studied encashment companies have dealt 

with similar problems. 

There is a lack of rigor in the implementation of procedures for transport, 

reception/transmission of valuables according to the requirements of Regulation I-121 
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on the order and organization of security in the transport of valuables and goods. A 

frequent violation is not to meet the requirement on the number of team members, 

transferring of valuables between individual cars in unprotected areas, etc. 

In an attempt to reduce this kind of misappropriation, fiduciary relationship 

with the staff is implemented in more than 80% of encashment companies. According 

to the opinion of management, the close relationship and the interest of supervisors on 

the encashment staff reduce the risk of violation. This is due to the fact that the staff 

sees support and respect in their leaders, and this leads to their correct behaviour. 

Other mechanisms that are used to reduce the risk of intentional violations by 

encashment employees, are regular tests of loyalty and reliability as well as 

consulting psychologists. With the same purpose their managers hold regular 

meetings, and larger companies hold also team buildings. 

The respondents' views on the adequacy and timeliness of actions of the 

encashment staff is illustrated in Figure 1. Here their need for better training and 

qualification can be seen. 

 

 
 

Fig. 1. Level of preparation for reaction of the encashment teams against threats 

 

Another essential factor for the performance of encashment are the vehicles. All 

managers define their encashment resources as sufficiently reliable and assert that 

they meet all regulations for armor and security systems. The number of vehicles 

varies from 50 to 250 in the different companies from the survey. Some of them 

purchase armored vehicles second hand mainly from Germany, and then make a 
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complete replacement of chassis and engine when necessary. Another part of the 

companies afford buying new cars, and then assign their armor to a specialized 

company. All the encashment companies plan purchase of automobiles annually. One 

of the main characteristics of the specialized encashment automobile is their security 

system. All cars are equipped with special GPS systems connected with a monitoring 

center; panic buttons; interlock system on the doors; system for stopping the engine; 

GSM location; video surveillance and other measures that are subject to trade secret. 

Despite the good technical equipment, there is always something better and more 

advanced. In response to the question „Do you find it necessary to introduce a new 

type of technical security systems in vehicles?“, managers of the encashment 

companies have different opinions. 25% do not have such needs, other 30% would 

introduce such if they find something suitable for them according to their budget. The 

remaining 45% are determined to introduce innovations in technical security systems. 

Over the past five years none of the companies have suffered from serious breakdown 

in a system supporting the implementation of encashment activities that had disturb 

core business processes. Their problems are mainly related to software or a technical 

problem with the vehicle. 

The study outlines the main problems at encashment, namely: 

 A high level of risk caused by unrealistically low prices for the encashment 

services. This leads to a reduction in the level and quality of service. 

 A high level of risk caused by the large supply of the service by incompetent 

companies. Thus the risk of robbery increases. 

 A high level of risk caused by companies managing too big corporate con-

tracts using personal networking or unfair competition. This reflects on the 

workload of encashment staff and increases the risk of errors. 

 Risks caused by the lack of topicality in the legislation. The volume and pre-

cision of the existing legislation are insufficient, making it outdated. Laws on 

private security activity (ZChOD. Obn. DV.br.15,2004) and regulations are 

not preserved in the best way in practice, and this leads to a decline in quality 

and unfair competition. More rigorous requirements on who can perform such 

activities are needed. 

 One of the main problems is that the country has no large investments, which 

leads to the shrinking of banks and commercial sites. 

 Encashment companies tend to have a larger number of customers at the expense 

of smaller value valuables. This leads to a high risk by a wide range of crimino-

genic threats and also by the increasing of the encashment teams’ routes. 
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 „Electronic money“ become more and more common. In the long run they 

will be a mass form of payment, and this will affect the need for mass en-

cashment services. This will reduce the number of valuable shipments and the 

need for related services. 

 The risk posed by a group of criminogenic factors is growing. There is an in-

creased risk of armed attacks by organized criminal groups, including the 

possibility of specialized international criminal groups who carry out an at-

tack and then quickly leave the country. 

 

Economic impact of the implementation of the identified risks 

 

To illustrate the economic impact of the manifestation of the risks in the process 

of service of valuable items are described potential losses due to potential robbery on 

encashment car. 

 Loss of cash related to VSh, which the company must reimburse its custom-

ers. The money usually are insured, but the time for recovery is relatively 

long, and insurers, if a breach by the team is proved, would not recover the 

loss, ie it must be covered by the encashment company, ie expenses for reim-

bursement to customers. 

 Damage vehicle - here are a necessary cost of its restoration and repair; costs 

of providing another vehicle for the duration of the repair. 

 Applied physical and psychological damage on encashment personal – reme-

diation costs, costs of new staff training. 

 Loss of customers - lost profits from the victim client and other clients. 

 Loss of reputation - lost profits from loss of customer confidence in the com-

pany encashment from there outflow of clients and loss of financial assets; 

loss of future customers there and serious financial damage; loss of key per-

sonnel due to poor company reputation; costs of hiring and training new staff. 

 Violation of the market positions of the company – Loss on financial stabil-

ity; Bankruptcy. 

Labor perspectives in front of the encashment companies are focused on: 

 Reducing the risk spectrum through the introduction of better logistics in terms of 

tracking valuables by customers and faster authentication of their accounts. The 

way of client’s money from the moment of their reception to the collector is a 

transport to assembly point (if the client is in a smaller settlement) where consoli-

dation of valuables and transport to cash center is held and where valuables are 
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counted and then the customer's account is authenticated. At the moment of au-

thentication the client is able to see the money encashed in the bank account. 

Typically, the time it takes is about 2-3 days. During this period the customers 

can not operate with their resources. The risks to the integrity of valuables and 

their security when passing through the individual stations exist. The prospects 

here are directed to immediate authentication of the customers' accounts, which 

will give them an automatic access to their money. This would reduce the risk of 

erroneous reporting information and of other possible violations. 

 Improving the service quality of cash machines. Transactions at cash ma-

chines are so far monitored by the bank, owner of the device. At the cash de-

pletion the bank declares the need for charging ATMs to the respective cash 

center that prepares ATM cassettes and the encashment team loads them. The 

problem here is the possibility to disrupt customers’ services if there is no 

cash in the period until the device is charged. The perspective in front of en-

cashment companies is related to conducting their own control of device 

availability and to logistical planning of the exact moment to charge ATMs. 

 Limiting the number of companies that offer this kind of service at the ex-

pense of increasing the quality of service and the qualification of encashment 

personnel. Introducing more reliable means of technical control and security 

in the transport. 

 

4. Recommendations for prevention of risks in encashment 

 

As outlined above, the risk groups concerning the implementation of 

encashment are broad. However, a timely prevention could take place to reduce 

significantly the loss of finances and clients on the behalf of the encashment 

companies. 

Managers of encashment companies should take the following measures at risk 

prevention: 

 To carry out an analysis of the environment 

 To determine the range of customers they want to target and to work on im-

proving the quality of service, in order to satisfy their specific needs. Thus 

they could specialize and would ensure loyal customers. They should also 

hold meetings with clients on increasing the level of security in implementa-

tion of the bilateral process of reception/transmission of valuables 

(WORKSAFE VICTORIA, 2005). 
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 To reduce the risk spectrum through motivation and training of encashment 

staff. To work on increasing motivation and qualifications of the encashment 

teams through various methods and means. In order to be adequate of the dai-

ly threats, encashment teams should be physically and mentally stable and 

sustainable. 

 

Conclusion 

 

Encashment is a highly risky activity, a subject to a wide range of risks. The 

main threats to its implementation lie in the group of criminogenic factors. Along 

with them, this article shows that members of the collection teams are also a risk 

group. In the greatest extent their mistakes are unintentional, related to technical 

errors, provoked by the large number of sites and a large workload. Despite the wide 

spectrum of risk, this study shows that the encashment activity in our country offers a 

good level of reliability and a sufficient number of competitors that offer it. Managers 

of encashment companies work daily on improving security of the service 

“reception/transmission” and transport of valuables. They carry out the necessary 

technical and organizational innovations in order to reduce the risk and to offer 

reliable and high quality service. 
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