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 Nowadays, the use of mobile devices and applications installed on them is growing 
more and more and this leads to an increased interest in the ease of use of their user in-
terface. In this article are researched the factors that influence the usability evaluation of 
such type of applications. There are studied some methods and tools which are used in 
usability testing and evaluation processes. On this basis there is proposed a system for 
usability evaluation of mobile applications. Its architecture implements features of In-
ternet, multimodal and biometric applications.  
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Introduction  

Numerous researchers work on the usability problems of computer interfaces. In 

the 1980s and early 1990s a number of methods for usability testing and evaluating of 

software were created. The dynamic advance of information technologies has over the 

years had to develop new methods and tools to assist specialists in the study of the 

usability problems of user interfaces. With the emergence of mobile technology, there 

has gradually been formed a new research field. According to statistics, today there 

are reported about 7.7 billion mobile connections worldwide, of which 4.7 billion 

unique users (GSMA Intelligence, 2016). In Bulgaria alone these are 11.1 million 

(GSMA Intelligence, 2016) at a population of 7.15 million (Department of Economic 

and Social Affairs, Population Division of United Nations, 2015). The advent of mo-

bile technology in everyday life is growing globally. At the end of 2015 it was report-

ed that 63% (GSM Association, 2016) to 68% of the world population (Poushter, 

2016) had a mobile phone, for Europe the proportion was higher - 85% (GSM Asso-

ciation, 2016) and continued to increase. At the end of 2020 it is projected that 72% of 
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the world's population will have mobile communication (GSM Association, 2016). 

Therefore, this study focuses precisely on the usability of applications that run on 

mobile devices - phones and tablets. 

The purpose of the present article is to propose an architecture of a system for 

usability evaluation of mobile applications, which applies advanced technology, en-

sures accuracy of the final result and covers the entire process of exploring usability. 

Usability of mobile applications 

Usability is a subject of research by a number of specialists. Some define it as "a 

quality attribute that assesses how easy user interfaces are to use" (Nielsen, 2012). 

According to others, the term is "a catch-phrase for products that work better for their 

users, but it is difficult to pin down just what people mean by it" (Quesenbery, 2001). 

Some standards define it as "extent to which a system, product or service can be used 

by specified users to achieve specified goals with effectiveness, efficiency and satis-

faction in a specified context of use" (ISO/DIS 9241-11.2, 2015). 

Table 1 shows a comparison between the main factors which determine usability 

based on the developments of specialists who work in this field - Jacob Nielsen, 

Whitney Quesenbery and Jennifer Preece, and the standard ISO / DIS 9241-11.2. Ac-

cording to Nielsen, these are quality components. Quesenbery calls them "five char-

acteristics or the 5 Es of usability", and for Preece these are goals. 

Table 1 

Factors that determine usability of computer interfaces 

ISO/DIS 9241-11.2 Nielsen Quesenbery Preece 

Efficiency 
Effectiveness 
Satisfaction 

Efficiency 
Satisfaction 
Learnability 
Errors 
Memorability 

Efficient 
Effective 
Easy to Learn 
Error Tolerant 
Engaging 

Efficiency 
Effectiveness 
Learnability 
Memorability 
Safety 
Utility 

 

The factor which determines the usability in all of the definitions is efficiency. 

Effectiveness and user satisfaction are also important. According to Quesenbery, user 

satisfaction stems from the combination of the five "E"-s, as she calls them. For Niel-

sen, Quesenbery and Preece usability is defined by quality component learnability or 

ease to learn, i.e. the interface of a technology must be designed to allow intuitive 

handling, hence the memorability indicated by Nielsen and Preece. 
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Based on the foregoing, it could be concluded that usability is a quality cri-

terion seen in a specified context of use. In defining the level of a product’s usabil-

ity there should be taken into account the ease of interaction, which, according to the 

author of this study, encompasses easy to learn, memorability and error tolerance. 

If there are to be identified additional factors that determine usability and which 

are correctly reflected in its evaluation by methods and software tools, those are: effi-

ciency, effectiveness, ease of interaction, security and utility placed in specific con-

text of use and always viewed in combination, to achieve user satisfaction for those 

who work with the current application.  

In terms of applicability of the reviewed definitions to the usability of mobile 

applications it is necessary to consider additional factors arising from the physical 

characteristics of the devices. Based on the studies of certain authors (Zhang, Adipat, 

2005; B'Far, 2005; Deepak et al, 2012; Kumari, 2014; Flora, Wang, Chande, 2014), 

this article proposes the following categories of factors that do not depend on the type 

of the specific mobile application (native, hybrid or mobile web): 

• Related to the mobile device - computing capabilities, screen size, resolution, 

input-output methods, power consumption and sensors. None of the reviewed authors 

indicates the sensors as a factor that affects usability, or as a part of the characteristics 

of mobile devices in general. According to the author of this study it is correct to con-

sider that as well, because the loss or damage of any of them can cause problems with 

application performance and thereby affect its usability. In addition, sensors give an 

account of environment changes (context of use). In that way applications "meet" ad-

equate external device factors that can affect communication between the software 

and the user in a negative aspect; 

• Related to the network connection - when data exchange is disturbed, the ap-

plication cannot fulfil its purpose. This leads to usability problems - the users remain 

dissatisfied because they cannot perform their specific tasks and achieve their goals. 

All of these factors determine usability as a context-dependent criterion of 

no single measure. However, it can be tested by various methods and tools, some of 

which have been established in the art of other fields. 

The author of the present study has found that there are currently no precisely identi-

fied stages of this process either by the international standards or by specialists in the usabil-

ity field. Some authors (Howarth, Andre, Hartson, 2007) have researched only the usability 

evaluation process, others have focused on the usability testing process (Barnum, 2011; Ru-

bin, Chisnell, 2008), but in the literature these do not occur together, covering the entire us-

ability exploring process. Also, there have not been found sources that clearly indicate 

grouping of the methods and tools, which corresponds to their application by stages. 
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The objective of the present research requires us to identify the main activities in 

exploring the usability of mobile applications. To describe that process the author of 

the article uses the process approach, which should provide "a lower cost and faster 

development of new products; lower fixed and predictable costs; the ability to dynam-

ically improve the organization" (Filipova, 2013). Adapted to the usability of mobile 

applications, it is appropriate to include the following stages: Planning (P), Testing 

(T), Usability analysis (UA) and Reporting (R) (Fig. 1).  

 

 

Fig. 1. Business process of exploring the usability of mobile applications 

For the proper implementation of the process it is necessary that its stages be 

provided with specific methods and tools for usability testing and evaluation. These 

are an object of research in many scientific papers (Nielsen, 1993; Nielsen, Mack, 

1994; Faulkner, 2003; Lewis, 2006; Rubin, Chisnell, 2008; Wilson, 2013). Based on 

the studies of the author, Table 2 summarizes a comparison of the methods which are 

mainly applied in the practice. The author of the present study divides the types of 

methods into main and supporting. The main methods can be applied independently, 

while supporting methods must be used with another (main) method.  
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Table 2 

Comparison of methods applied in the testing and evaluation of usability 

Method Type
1
 Stage Description 

Thinking Aloud 
Protocol 

Main Т 
Tools: Task Scenarios, Video / Audio Recording; 
Quantitative data: No; Place

2
: OfC / Lab 

Question-asking 
Protocol 

Main, Sup-
porting 

Т 
Tools: Task Scenarios, Video / Audio Recording, 
Questionnaire; Quantitative data: No; Place: OfC / 
Lab 

Remote Testing 
Main, Sup-
porting 

Т 
Tools: Remote Access Software; Quantitative data: 
Yes; Place: Rem 

Performance 
Measurement 

Main Т 
Tools: Task Scenarios, Video / Audio Recording; 
Quantitative data: Yes; Place: OfC / Lab 

Wizard of Oz Main Т 
Tools: Prototype, Task Scenarios, Video Recording; 
Quantitative data: No; Place: Lab 

Focus Groups Supporting Т 
Tools: Questionnaire, Video / Audio Recording; 
Quantitative data: No; Place: OfC 

Interview Supporting Т 
Tools: Questionnaire, Video / Audio Recording; 
Quantitative data: No; Place: OfC / PVU / Rem 

Contextual in-
quiry 

Supporting Т 
Tools: Questionnaire; Quantitative data: No; Place: 
PVU 

Surveys Supporting Т 
Tools: Questionnaire; Quantitative data: No; Place: 
OfC / PVU / Rem 

Heuristic evalua-
tion 

Main UA 
Tools: Software for automated testing; Quantitative 
data: No; Place: OfC / Rem 

Cognitive 
Walkthrough 

Main Т, UA 
Tools: Prototype; Quantitative data: No; Place: OfC 
/ Rem 

Pluralistic 
Walkthrough 

Main Т, UA 
Tools: Prototype; Quantitative data: No; Place: OfC 
/ Rem 

Feature Inspec-
tion 

Main Т, UA 
Tools: Prototype; Quantitative data: No; Place: OfC 
/ Rem 

Standards In-
spection 

Main UA 
Tools: Prototype / Final product; Quantitative data: 
No; Place: OfC / Rem 

The methods are applicable to only one or two stages of the usability exploring 

process, but do not cover the rest. In practice, those which use questionnaires are 

completely automated, because they comply with a certain structure. However, this 

type of studies is not suitable for self-administration in the entire process because us-

ers are mechanically responsive in some situations, without thinking on the issue. Us-

ability experts are not able to observe their face expressions, voice intonation and re-

actions when giving answers.  

On the other hand, methods that are associated with direct communication with 

groups of people, such as focus groups, contextual inquiry and “Wizard of Oz”, do 
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not follow a precise structure and these are different every time, although there may 

formally be set a scenario. The application of the methods is strictly dependent on 

communication between people which makes them unsuitable to implement on a 

software system. 

The method that provides maximum freedom at work is remote testing. It is im-

plemented in software tools for usability testing. It provides independence from 

hardware, time and physical location of users who interact with the software system. 

Its disadvantage is related to its insufficiency of reproducing the relevant results. 

Therefore, it should be applied in conjunction with other methods. The method is of-

ten combined with performance measurement that is used for tracking users’ time for 

performing specific tasks. That is why the latter is suitable for automation and respec-

tively for implementing on a software system. 

An important point in usability research is studying the mental models of users 

in the performance of test tasks. For this purpose there is used the method Thinking 

Aloud Protocol, which can also be applied in combination with other methods. It is 

not subject to automation, but it is conducted with additional technical equipment for 

video and audio recording, which makes it suitable for implementing on a software 

system. 

Concerning the methods that are applied at the stage Usability analysis, among 

the most widely used and proven in practice is the heuristic evaluation (Ji, Park, Lee, 

Yun, 2006; Bertini, et al. 2009). But it cannot be automated, at least not entirely. 

Some of the evaluation criteria (heuristics) cannot be reduced to an algorithm because 

they depend on the judgement of experts and accordingly are too subjective. 

The presented methods are used by some of the existing software tools for re-

mote testing of mobile applications, which are summarized in Table 3. 

Table 3 

Comparison of software testing tools 

Tool Stage Tests’ type Input data type 

UserZoom (us-
erzoom.com)  

T, UA, R Unmoderated 
Taps, Gestures, Questionnaires, Bio-
metric data 

iMotions 
(imotions.com) 

P, T, UA, R Mixed Biometric data, Questionnaires  

Userlytics (us-
erlytics.com) 

T, UA, R Mixed Taps, Gestures, Questionnaires 

Loop11 
(loop11.com) 

T, UA, R Unmoderated Taps, Gestures, Questionnaires 
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Applause  
(applause.com) 

T, UA, R Moderated Taps, Gestures, Questionnaires 

Appsee 
(appsee.com) 

T, UA, R Mixed Taps, Gestures 

TryMyUI 
(trymyui.com) 

T, UA, R Moderated Taps, Gestures 

Leanplum 
(leanplum.com) 

T, UA, R Unmoderated Taps, Gestures 

Mobile-Friendly Test  
(goo.gl/0kJ8BL) 

UA Unmoderated Website URL 

 

The listed software tools support most of the stages of the process of exploring 

usability, but do not cover them completely. For example, some allow a creation of 

test tasks, but do not support a creation of a complete plan of the testing process. 

They support analysis of the test results, which are displayed in graphical format, in 

most cases in the form of heat maps. There are also generated reports that are based 

on the results of the analysis, but they only include quantitative data without recom-

mendations for usability improvement. 

Some tools are used in performing unmoderated (without usability experts) usa-

bility testing. On the one hand, the use of such tools saves time in the testing process, 

reduces costs, including experts in the project, gives fast results, collects quantitative 

data (most often tracked actions are display taps). On the other hand, the absence of a 

moderator can be essential in analysing the user’s behaviour (especially in facial ex-

pressions and tone of voice in applying the method Thinking Aloud Protocol). Still no 

software can detect some subtle detail differences in the behaviour of people which 

are perceived by an experienced specialist. 

Tools that are based on the collection and processing of biometric data, generate 

the utmost accurate results because they cannot be manipulated. There are also used 

advanced biometric technologies, such as eye tracking, electroencephalogram (EEG) 

analysis of facial expressions, reading brain waves and more. This gives an account of 

the many aspects of interaction between humans and the tested technology. 

It could be concluded that the considered methods and tools do not fully cover 

the entire process of exploring usability. This raises the need for developing a piece 

of software that can be practically useful by providing for the business process of 

exploring usability (Fig. 1). The new solution must fulfil the following requirements:  

• realize the system as a web-based application through which to achieve flexi-

bility of the workflow; 

• add policies related to security of access to the system, given the specificity 

of the collected data; 
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• integrate easily accessible methods for recording, processing and analysis of 

biometric data; 

• apply methods for tracking users’ interactions with mobile applications; 

• provide an opportunity for development of two testing approaches - moderat-

ed and unmoderated. 

All that represents a necessity to develop a system for usability evaluation of 

mobile applications characterized by a complex architecture and integrating advanced 

technologies. 

Architecture of a system for usability evaluation of mobile applications 

Taking into consideration the system requirements and stages of the process of 

exploring usability, the present study proposes an architecture of a system for usabil-

ity evaluation of mobile applications. Access to it have four user groups: Administra-

tor, Project Manager, Usability Analyst (usability specialist or moderator of the ses-

sion), Tester. There is a different interface for each group. As some authors recom-

mend (Kuyumdzhiev, 2011), the pages that are used in these interfaces need to be 

grouped into modules to restrict the access of some of the groups to certain function-

alities of the application. 

The system has the following main modules: Project Organization, Users, Us-

er Sessions, Messages, Data Processing and Analysis, and Reports. In practice, 

each of the phases of the business process is supported by a specific module. The 

connection between the modules is illustrated in Fig. 2 by connecting arrows that 

have the meaning of "direct interaction". 

 

Fig. 2. Modular system organization at a high level 
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The module "Project Organization" is responsible for creating new projects, for 

managing the active ones and for results tracking of already completed projects. 

Through it the first stage of the business process (Planning) is provided. 

Module "Users" interacts with the others and is associated with user account 

control. User information is required in creating new projects, in testing mobile appli-

cations, in messaging, in the preparation of reports, etc. 

To improve communication between users in the system, there is provided the 

creation of a module "Messages". It is responsible for sending a new email, for check-

ing received ones, for working with drafts. 

Module "User Sessions" provides for the stage "Testing" in the process of ex-

ploring usability. Data that are received by it are transmitted to the module "Data Pro-

cessing and Analysis" to perform important automated analytical operations. User 

sessions are conducted in two sub-stages - Interview and Test Sessions. The interview 

contains questions divided into two groups - Expectations / Impressions of the prod-

uct and Checklist after tests. The first group of questions are asked before performing 

the tests. The goal is to check whether the user has worked with the app or likes it and 

to share their anticipation prior to using it. Users answer the second group of ques-

tions after the test sessions. The goal is to conduct subsequent control of their opinion 

on the basis of experience with tested applications. 

Test sessions are implementing case studies (there is used the Performance 

Measurement method) through which the solving of specific problems is observed. 

User actions are tracked after having an application installed on their mobile devices 

(phone or tablet) which contains code for tracking their actions with the test product. 

In performing each task the system records the activities and accordingly the neces-

sary quantitative data that are tracked through by interaction (tapping) with the specif-

ic options of the application by the users. Suitable addition to those is reporting users’ 

brain activity, the analysis of which should establish which tasks are actually difficult 

or easy to do. Based on the performance of the tasks the system generates tap heat 

maps and brain activity maps. On the basis of the maps it could be concluded what 

are the most chosen options of the specific application and which remain hidden (out 

of the sight of users). Also, it can be concluded at which moment brain activity in-

creases, i.e. which tasks are difficult for testers. 

The module "Data Processing and Analysis" maintains the stage "Analysis of 

usability" of the process of exploring usability. It contains a number of smaller com-

ponents specializing in different tasks - work with real-time communications, bio-

metric data processing (working with mental commands generated by BCI devices) 

and interactions with mobile applications. All recordings of user sessions are trans-
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mitted to the module. The following automated operations are provided by it: encod-

ing and decoding of communication in real time (video and audio streaming); creating 

heat maps as a result of interactions with the tested mobile application. It is necessary 

to maintain an API to connect to the mobile operating system of users; extraction and 

transcription of mental commands entered through a specialized hardware device for 

brain activity tracking; analysis of the recorded brain activity (commands) in order to 

make mental templates; mapping and analysing the mental templates to create brain 

activity maps. 

As a result of each of these activities, the system generates graphical reports that 

are submitted to the module "Reports". Its purpose is to cover the stage "Reporting" 

in the process of exploring usability. The module shows processed information in 

readable form for the end-user. Reports are of two types - generated by the system 

and created by an usability expert, which contain the results of an expert’s evaluation 

and recommendations for improving the usability of the test product. 

From the above it can be seen that the system for usability evaluation of mobile 

applications is characterized by considerable complexity and integrates multiple 

modules with versatile use. Its technological implementation requires compliance 

with the following requirements: 

• integrating the functionality of the web application, biometric and multimodal 

system; 

• integrating hardware devices used for the recording of biometrics; 

• including modules for biometric data processing; 

• reflecting the storage of information obtained as a result of the work of the 

system; 

• reflecting the methods of user authentication. 

In the foreground, the main requirements for system architecture give three im-

portant concepts: web application, multimodal system and biometric system. Merged 

into a single entity, they form the concept of an architecture of the proposed system. 

The typical peculiarities of each of these types of applications are aimed at putting 

forward their architectures. Internet applications implement a Client - Server model, 

where the logic is divided into layers, each of which has a defined purpose. Usually 

the used architecture is multilayered. 

In contrast to layered architecture, the architecture of multimodal systems of-

fered by the W3C (W3C, 2012) is based on the architectural pattern Model-View-

Controller (MVC). The view in the MVC architecture of this type of application 

combines visual, audio, biometric and/or tactile modalities. In practice, multimodal 
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systems are often biometric. This means that the interaction with the system is used as 

a source of biometric data. From here it could be concluded that multimodal bio-

metric systems must have a module which directly interacts with the database and 

makes decisions based on the consistency or inconsistency of the data stored in it. 

None of these architectures are suitable to be exactly applied to the system pro-

posed in this study, since some conditions remain unfulfilled. This means that there is 

no developed solution which could be used. Therefore, the author of the present arti-

cle proposes a hybrid architecture. The layered architecture of web applications will 

serve as its basis with essential modifications and added meanings of the author, 

which could lead to its implementation as a web-based multimodal biometric system. 
 

 

Fig. 3. An Architecture of a Web-Based System for Usability Evaluation 

of Mobile Applications 
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The hybrid system architecture template contains the following layers (Fig. 3): 

Physical client-side layer and Physical server-side layer comprising a User experi-

ence layer, Service layer, Business layer, Data layer and Cross-cutting layer. Com-

munication between the individual layers is performed by translating buses. 

The kind of diagram in Fig. 3 is significantly closer to a Deployment diagram in 

UML 2.0, but the difference lies in the fact that the proposed hybrid template logical-

ly groups the system’s modules, and not the physical location of already developed 

files of the application and the relationship between devices, as in the Deployment di-

agram. 

The interaction with the system is via Physical client-side layer. It is a combina-

tion of all hardware and software (client-side runtime environment - web browser) the 

user is working with to implement full access to the system. It includes also user in-

put, input-output and output hardware devices. 

The Physical server-side layer is a combination of all hardware and software in-

volved in communication with the client. It includes: server-side runtime environment 

(all the software necessary for the proper functioning of the system, including the op-

erating system, web server, etc.), data repository and lying on it databases, server se-

curity software (for protection against unauthorized access to the system). The server-

side runtime environment contains the system components, logically grouped into 

layers. These are: User experience layer, Service layer, Business layer, Data layer, 

and Cross-cutting layer. Communication between layers is carried out by translating 

buses: Business processes translating bus, Services translating bus, Data translating 

bus, and High level translating bus. 

The User experience layer is exactly the Presentation layer at the standard archi-

tecture of Internet applications. It is used for visualizing the components of the user 

interface. The main elements of the layer are dashboards modules, analysis and re-

porting tools for working with heat maps and brain activity maps, video and audio 

tools. 

The Service layer contains all APIs through which external systems are able to 

use the services of the proposed system. It can be defined as the API to access the 

system. This is the interface that performs connection with the application that users 

install on their mobile devices to send data to the system. 

The Business layer contains all system components that implement the system's 

business logic (Fig. 2). It includes modules for process control based on biometric da-

ta. 

The Data layer groups all system components that combine into a logic neces-

sary to access the data repositories. 
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The Cross-cutting layer groups all the components that affect the performance of 

the components of the other layers, which largely depends on the proper functioning 

of the system. These are modules for managing the authentication and authorization 

of users (security access), user accounts and sessions, system resources, input and 

output modalities and input-output signals. Module "Security and access control" is 

necessary to maintain the close connection with "I/O modalities management" which 

is aimed at managing the input and output modalities. The type of modalities depend 

on the system requirements. The system should allow the simultaneous access of mul-

tiple users and at the same time there will be conducted several user sessions. That is 

why it is necessary to support a module for user accounts and sessions management.  

The hybrid architecture has a few translating buses whose functions are related 

to the implementation of successful communication between the layers, the base of 

which lies in the transmission of data between them. These perform very specific in-

tegrative and transformative functions of high and low levels, as well as manage 

transmitted messages and services only between the layers that are connected. The da-

ta is converted into a universal format, which contributes to their subsequent interpre-

tation, i.e. their platform independence and their applicability in other systems. 

Conclusion 

In conclusion it should be noted that the proposed architecture of a web-based sys-

tem for usability evaluation of mobile applications allows for substantial capturing and 

automating the entire process of exploring usability. The used biometric technologies 

are characterized by the highest level of accuracy in conducting this type of research. 

That is why these are suitable to implementing on the system. From a business perspec-

tive, and in particular the companies involved in developing mobile applications, the 

development of such a system would contribute to gaining a number of benefits. Creat-

ing usable products reduces the costs of maintenance, customer training, preparation of 

documentation and operations, shortens development time and improves marketability. 

Subsequently, applying the user-centered approach to the design of a product improves 

the efficiency of individual projects and the company as a whole. 
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